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FULL COUNCIL REPORT

To:  Mayor, Ladies and Gentlemen

Employee Protection Register Policy
1.0 SUMMARY OF THE REPORT

1.1 The objective of the Employee Protection Register (EPR) is to provide managers and 
staff with information about people whom the Council believes may present a 
credible and on-going risk to the health and safety of Merthyr Tydfil County Borough 
Council (MTCBC) employees.

1.2 The Employee Protection Register Policy outlines the process for adding people to 
the EPR where a member of MTCBC staff has been subject to violence/potential 
violence and/or harm. It is important to state that adding people to the EPR is not a 
mechanism for attributing blame; it is a process for alerting staff to the possibility of 
violence and/or harm.

2.0 RECOMMENDATIONS that

2.1 The Employee Protection Register Policy to be approved and the Information 
Governance Forum be authorised to update and amend the policy, as necessary.

3.0 INTRODUCTION AND BACKGROUND

3.1 People that may be included on the EPR are those that have:

 Subjected a member of staff to violence whether the act was intentional or not

 Been convicted of a criminal offence that is relevant to staff safety and the 
Council has been informed that they pose a risk

 Been intentionally verbally and/or physically abusive or aggressive towards an 
officer
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 Intentionally threatened an officer or damaged, or threatened to damage, 
property belonging to an officer or the Council

 Engaged in conduct that is intended to or likely to compromise an officer in 
the course of their duties

 Displayed behaviour that may indicate a mental health problem that is 
relevant to staff safety

 Been identified by another organisation and/or agency as presenting a similar 
risk to staff (and we can substantiate that information as being accurate) i.e. 
Courts, Police, Crown Prosecution Service

 Made false accusations against Council staff, for example, theft, assault, 
sexual assault etc.

3.2 The EPR is intended to help ensure that the Council can meet its general duties 
under sections 2 and 3 of the Health and Safety at Work Act 1974, and the duty to 
assess and manage risks under regulation 3 and 4 of the Management of Health and 
Safety at Work Regulations 1999.

3.3 The policy and the associated EPR are intended to comply with the requirements of 
Data Protection Laws. Compliance with the Council’s Data Protection Policy must 
also be maintained.

3.4 The Information Commissioners Office (ICO) guidance on violent warning markers 
makes it clear that the employer has a duty of care towards its staff under health and 
safety legislation. The processing of the EPR by MTCBC is necessary to comply with 
these legal obligations, so long as it is fair and justified.

3.5 The ICT Department Development Team have developed a database for recording 
of EPR information that will allow restricted access to only those who have a 
business requirement to access that information.

3.6 People will normally be informed when they have been entered onto the EPR in 
writing from the SIRO, and we will explain:

 The incident that led to their inclusion on the EPR;

 Why their behaviour was unacceptable;

 Who we may pass their information to;

 When we will review the entry and consider removing the entry.

3.7 If there is objective evidence that there is no longer an on-going risk, then the Health 
& Safety Advisor will automatically remove an entry from the EPR after 12 months. A 
report will be presented to the Information Governance Forum (IGF) to confirm the 
removal of entries from the register.



3.8 An entry will only be potentially retained if there has been further incidents reported 
to the Health & Safety Advisor within the last 12 months. The Health & Safety 
Advisor will be required to make a recommendation to the SIRO detailing the 
reasons for the retention.

3.9 Full Council has previously agreed that the Information Security Policy and 
supporting operational policies can be kept up to date, amended, deleted and 
relevant provisions added or substituted, as necessary by the Information 
Governance Forum in consultation with the Cabinet Member for Governance and 
Corporate Services. The Information Governance Forum would like to request that 
the same principle is applied to the CCTV Policy. The following statement can be 
found within the CCTV Policy:

“The Council takes seriously its statutory responsibilities and will, at all times, 
act in accordance with the law and take necessary and proportionate action in 
these types of matters. In that regard, the Information Governance Forum is 
duly authorised by the Council to keep this Policy up to date and to amend, 
delete, add or substitute relevant provisions, as necessary, in consultation 
with the Cabinet Member for Governance and Corporate Services”.

3.10 In the event of any update to the EPR Policy, the Information Governance Forum will 
provide Full Council with an information report in relation to the update.

4.0 FINANCIAL IMPLICATION(S)

4.1 There are no financial implications with the introduction of this policy.

5.0 EQUALITY IMPACT ASSESSMENT

5.1 An Equality Impact Assessment (EqIA) form has been prepared for the purpose of 
this report.  It has been found that a full assessment is not required at this time.  The 
form can be accessed on the Council’s website/intranet via the ‘Equality Impact 
Assessment’ link.  
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Does the report contain any issue that may impact the Council’s 
Constitution? 

Consultation has been undertaken with the Corporate Management Team in respect 
of each proposal(s) and recommendation(s) set out in this report. 


